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Abstract

With the increased reliance of small businesses on digital operations, the vulnerability to
cyberattacks is also increasing, and most small businesses are insufficiently prepared because of
a lack of cybersecurity awareness and limited resources. As small businesses increasingly
become targets of cyber threats due to their weaker defenses, enhancing cybersecurity awareness
among employees becomes paramount. This paper analyzes the factors influencing employee
cybersecurity awareness and proposes customized strategies to improve cybersecurity policy
compliance and reduce cyber breaches. Through a comprehensive literature review, this research
paper discusses the behavioral, technological, and social perspectives that affect employee
cybersecurity awareness by utilizing theoretical frameworks such as Protection Motivation
Theory (PMT), Theory of Planned Behavior (TPB), Technology Acceptance Model (TAM), and
Social Cognitive Theory (SCT). It also examines the ethical implications of cybersecurity
negligence, bringing out the moral obligation of business leaders to protect sensitive customers
and corporate data. This paper highlights the importance of an integrated approach to improving
cybersecurity awareness, combining behavioral insights with technological innovation to create a
safer digital environment for small businesses. Motivational strategies can help small businesses
improve their security posture and prevent potential data breaches by enhancing cybersecurity
awareness. Some of the policy recommendations include the importance of increasing
cybersecurity involvement through the creation of training opportunities, incentive programs,
and collaborative knowledge-sharing platforms specifically targeted at small businesses.
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Introduction

In a world that is becoming more digital, cyber threats are becoming more and more
imminent for small businesses, as hackers are more frequently selecting them as targets due to
their relatively weaker defense systems. Small businesses often struggle to defend themselves
when compared to large corporations due to a lack of resources, awareness, and knowledge.
Indeed, 43% of cyberattacks are aimed at small businesses, and 57% of these businesses
experience at least one cyberattack annually (Ponemon Institute, 2020). Such attacks can cause
significant losses, legal consequences, and serious damage to the business reputation. Data
breaches cost $4.45 million on average (IBM, 2023). Consequently, small businesses should
prioritize cybersecurity and commit resources to defend themselves.

The Cybersecurity & Infrastructure Security Agency (CISA) reports that human error
causes 85% of data breaches (CISA, 2022). Employees are the first line of defense against
cyberattacks and should be trained to recognize and mitigate risks. According to De Bruijn &
Janssen (2017), humans are the weakest link in an organization's cybersecurity strategy due to
their lack of understanding. A significant 58% of employees are unaware of how to protect a
company from malicious actions, while an overwhelming 98% think that security duties are
solely the responsibility of system administrators (Hadlington, 2018). This highlights the
necessity of comprehensive cybersecurity awareness programs that equip employees to protect
against possible threats. Encouraging employees to embrace a security mindset through
cybersecurity awareness training enables them to enhance the protection of their business against
attacks. Investing in employee training serves as a forward-thinking strategy that can prevent

significant losses.
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The phrase "cybersecurity awareness" refers to a strategy focused on informing internet
users (employees) about various types of cyberattacks and the weaknesses of data and computer
systems in relation to these threats (Abd Rahim et al., 2015). A study by Shaw et al. (2009)
characterizes cybersecurity awareness as “the extent to which users recognize the significance of
information security and their responsibilities to maintain appropriate levels of information
control to protect the organization's data and networks." The main objectives of cybersecurity
awareness are to educate internet users about cyber risks and improve their comprehension of
these threats. As a result, users are more inclined to embrace secure practices when navigating
the digital landscape. As a result, enhancing security for individuals and organizations
necessitates minimizing human-related mistakes and weaknesses (Shaw et al., 2009).

Employee behavior is critical for mitigating these risks. Creating cybersecurity effective
strategies to protect company’ data can be achieved through understanding the factors that
influence employee cybersecurity awareness. This research paper investigates the key factors
that affect employee cybersecurity awareness in small businesses, supported by relevant
literature. This paper utilizes existing theoretical models to explore the factors influencing
individuals' behavior and their decisions to participate in cybersecurity awareness programs. The
primary research question is, “What factors influence employee cybersecurity awareness in small
businesses?”

While there has been extensive research on cybersecurity awareness in general, there
remains a significant lack of studies that concentrate specifically on small businesses. Several
current frameworks and strategies for cybersecurity awareness are designed primarily for larger
organizations, which may not be suitable for smaller businesses. This research paper aims to

address that gap by examining customized motivational strategies that take into account the
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specific challenges and resource limitations encountered by small businesses. The research
findings could provide small business leaders with valuable insights and innovative ideas to
enhance employee awareness initiatives, thereby improving cybersecurity compliance among
employees. Additionally, these strategies could boost employee engagement by fostering a
cybersecurity awareness culture that aims to reduce or eliminate cyber breaches and threats.
Literature Review

The expansion of digital technologies and the surge in remote work, which have become
increasingly vital due to COVID-19, have also contributed to a rise in risks for cyberattacks.
Many small businesses escalated their digital operations in various ways; however, they remain
vulnerable due to inadequate security defenses that continue to worsen the situation. Trend Micro
2021 Annual Cybersecurity Report (2021) emphasized that remote work has resulted in an
increase in adverse impacts of phishing and ransomware on small businesses because home
networks and small devices are less secure than corporate networks and gadgets. According to
Keeper Security (2020), only 40% of small businesses have proper cybersecurity measures that
they need when facing cyber threats such as phishing scams, ransomware targets, and data
breach. Employees play a vital role in maintaining the security of sensitive information and
systems. As a result, raising cybersecurity knowledge among employees is critical for protecting
against cyber threats. The initial part of the literature review examines the importance of
cybersecurity awareness among employees and its impact on organizations. This is followed by
an analysis of the factors that influence employee cybersecurity awareness, and the challenges

associated with implementing effective programs for enhancing this awareness.
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The Importance of Cybersecurity Awareness for Small Businesses

Although organizations allocate significant resources to cutting-edge cybersecurity tools
and technologies, relying solely on these measures does not ensure complete protection against
cyber threats. Employees, frequently perceived as the most vulnerable point in the security
framework, can unwittingly become targets of social engineering schemes or reveal confidential
information. Human error is frequently recognized as a primary factor contributing to security
breaches. Employees might unintentionally put the organization at risk by engaging in behaviors
like clicking on phishing links and using weak password practices (Kraemer-Mbula & Wamuyu,
2020). Phishing attacks frequently utilize social engineering strategies to deceive employees into
sharing sensitive information or installing malware (Bada et al., 2019). Organizations can
mitigate the chances of human errors that jeopardize security by increasing awareness of these
risks. Therefore, organizations must prioritize cybersecurity awareness training as a crucial
component of their overall strategy.

Encouraging employee awareness of cybersecurity in small businesses is essential for
strengthening their defenses against cyber threats. As cyber threats continue to evolve,
emphasizing cybersecurity awareness will be essential for safeguarding organizational assets and
ensuring long-term sustainability. The Verizon Data Breach Investigations Report indicates that
43% of breaches targeted small businesses, highlighting the importance of strong cybersecurity
measures (Verizon, 2023). Recognizing the potential threats to small business is essential for
equipping employees to identify and spot attempts should they arise.

Today, remote and hybrid work environments are more common than ever. Establishing a
security-oriented remote environment is essential for the seamless operation of small businesses.

Companies that create internal policies to enhance password security, adopt multi-factor



ENHANCING EMPLOYEE CYBERSECURITY AWARENESS

authentication (MFA), utilize virtual private networks (VPN), and educate all employees on
securing their networks and devices can foster a safe work environment throughout the
organization.

Companies that provide cybersecurity training for their staff can experience numerous
financial advantages. Accordingly, employee training can reduce the financial impact of a data
breach by $232,867 (IBM, 2023). Additional research, such as that carried out by Osterman
Research, revealed that smaller companies with fewer than 1,000 employees can achieve an
average ROI of 69% by implementing a cybersecurity awareness training program.

Small businesses that incorporate cybersecurity awareness education into their onboarding and
continuous training for employees significantly reduce the likelihood of security breaches
occurring. Attackers frequently seek the simplest route to infiltrate organizations, often targeting
their employees. Employees who can identify phishing or social engineering attempts
significantly decrease a company’s vulnerability to attacks.

Cybersecurity awareness safeguards the organization while fostering trust among
customers and stakeholders. For small businesses, gaining customer trust is essential for
fostering long-term retention. Organizations that emphasize cybersecurity are seen as more
trustworthy and accountable. Understanding the significance of cybersecurity awareness among
employees is crucial. Organizations can significantly reduce their vulnerability to cyber threats
by mitigating human error, promoting a security-first culture, enhancing the overall security
posture, ensuring regulatory compliance, and fostering increased trust and customer loyalty.
Employees who are well-trained can actively contribute to fostering customer trust and loyalty

by serving as advocates for security awareness within organization. Investing in cybersecurity
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awareness programs is crucial for developing a knowledgeable and proactive workforce that
plays a significant role in the organization's long-term success and security.

Consumer data privacy and cybersecurity regulations are constantly changing. Numerous
small businesses frequently need to follow specific compliance standards based on their
particular industries. Many small businesses that process payments must adhere to PCI
compliance requirements. Industries like healthcare or international businesses may also need to
comply with HIPAA regulations or GDPR requirements. Employees who are well-trained and
informed about potential threats can effectively assist businesses in achieving higher levels of
compliance adherence.

Security policy compliance programs encompass several components, including training
and communication, where employee motivation is essential for their success. Motivation plays a
crucial role in enhancing effective learning and engagement in these programs. When provided
with both intrinsic and extrinsic rewards, motivated employees frequently demonstrate improved
performance and satisfaction with security policy compliance programs. Intrinsic rewards refer
to psychological benefits, including feelings of self-efficacy, autonomy, or competence, whereas
extrinsic rewards refer to recognition, feedback, or incentives (Odujinrin, 2023). Employees with
higher intrinsic motivation show increased engagement in security training activities. Both types
of rewards can boost engagement, enhance knowledge retention, and support skill transfer
concerning security policy compliance topics (Odujinrin, 2023).

Particularly when staff members see real benefits or earn recognition for their efforts and
successes in security projects, incentives and prizes can significantly boost the drive in
compliance programs. Incentives can act as a form of positive reinforcement for individuals

engaged in training and demonstrating safe practices (Manhas & Kaur, 2021). These driven
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individuals diligently seek out opportunities to gain the knowledge and skills necessary to protect
organizational assets. Bhuiyan and Hossain (2022) showed that incentives like gift cards or
recognition certificates had a positive effect on employee motivation and engagement in these
programs.

Through the implementation of engaging training programs, the encouragement of
leadership involvement, and the maintenance of clear communication regarding risks, small
businesses can develop a culture of security. Support from leadership and clear communication
are essential for encouraging other staff and employees to adhere to cybersecurity compliance
programs. A strong dedication from leaders will transform and encourage the interest and
motivation to participate in employee awareness companies. This positive reinforcement by the
leaders will make employees motivated to safeguard the company assets through awareness
campaigns Ghani et al. (2021). This can be a showcase that leaders will encourage employees by
being involved in cybersecurity awareness campaigns. Furthermore, how personally relevant
employees perceive cybersecurity and the threats they encounter influence their willingness to
participate in compliance programs.

When employees see the connection between security practices and their professional and
personal lives and become aware of the possible ramifications of security breaches, their
willingness to engage in cybersecurity compliance initiatives grows (Odujinrin, 2023). One
research emphasized the significance of taking personal relevance and threat perception into
account to improve staff involvement in security compliance initiatives (Gupta & Rathee, 2021)
The benefits of cybersecurity awareness training go further than just stopping data breaches and
attacks. A knowledgeable and focused workforce can help the company to develop cybersecurity

awareness. Those who understand possible risks and best practices are more likely to make wise
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decisions while handling sensitive data and using company devices. This proactive strategy can
greatly decrease security incidents, thus lessening financial losses, legal liabilities, and harm to
reputation.

Factors Influencing Employee Cybersecurity Awareness

Based on the literature, it is widely acknowledged that employees’ behavior is much
influenced by information, abilities, understanding of cybersecurity, experiences, opinions, and
beliefs as well as by their background. Among these, personal motivation and personal ability
stand out as two of the most significant sources of influence. Individuals may occasionally grow
weary of security protocols and measures, particularly when they view security as a hindrance
that obstructs their main activities (for instance, being unable to access a music download site
due to a browser warning about potential malware). It can also be quite stressful to maintain a
high level of security awareness and vigilance. The emotions outlined here illustrate what is
referred to as 'security fatigue,' which can pose significant risks to the overall well-being of an
organization or society.

Cultural factors are among the most crucial elements to consider when creating education
and awareness messages (Kreuter & McClure, 2004). Culture plays a significant role that can
positively impact the persuasion process in terms of security. When messages and ads match the
recipient's culture, they work better. In cultures that emphasize individuality, like those in the
West, individuals often define themselves by their internal characteristics, including their goals,
preferences, and attitudes. In the realm of cybersecurity, a message conveyed in a Western
country typically emphasizes the advantages of online security, rather than outlining the general
risks associated with a lack of security. In cultures that emphasize collectivism, particularly those

commonly seen in the East, individuals often define their identities through their relationships
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and affiliations with social groups. In this cultural context, individuals often refrain from
behaviors that lead to social disruptions. Consequently, they prefer prevention strategies that
emphasize avoiding negative outcomes rather than promoting positive ones that they aspire to
achieve (Lockwood et al., 2005). Furthermore, risk is perceived as the counterpart to trust and
confidence, a notion deeply rooted in social relationships. Addressing the emphasis on various
risks within diverse cultural contexts is a crucial element when developing cybersecurity
awareness campaigns.

Organizations encounter various challenges in achieving effective cybersecurity
awareness, such as insufficient employee engagement, limited resources, complex concepts,
human factors and resistance, as well as a constantly evolving threat landscape. The lack of
employee involvement and motivation in cybersecurity policy compliance initiatives presents
one of the key challenges organizational executives deal with. Rajkumar et al. (2020) underlined
the need of using tailored training courses and interactive learning strategies to raise employee
motivation. They highlighted how passive training approaches, and a perceived lack of relevance
could hinder employees' involvement and motivation. Blythe et al (2015) proposed that future
research should shift from using information security policies as a measure of compliance to
concentrating on specific security behaviors. Therefore, understanding which cybersecurity
behaviors to consider is crucial when developing a security awareness campaign.

Cybersecurity awareness in small businesses employs three distinct perspectives—
behavioral, technological, and social/cognitive. Behavioral perspective focuses on understanding
how individual behaviors and psychological factors influence employees' cybersecurity practices.
Technological Perspective, on the other hand, considers the tools and technologies available for

enhancing cybersecurity awareness. Social/Cognitive perspective explores the social dynamics
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and cognitive processes that affect how employees perceive and respond to cybersecurity risks.
Together, these perspectives provide a comprehensive framework for understanding and
improving cybersecurity awareness in small businesses.

Behavioral Perspective

The behavioral perspective centers on understanding how psychological factors affect
employees' cybersecurity practices. It investigates the psychological and social elements that
shape individual behaviors related to cybersecurity. Employees need education on the various
cyber threats they may encounter, such as phishing and social engineering (Bada et al., 2019).
Employee motivation plays a crucial role in shaping cybersecurity practices; when employees
feel a personal responsibility for cybersecurity and recognize its importance in their roles, they
are more likely to engage positively (Kraemer-Mbula & Wamuyu, 2020). Implementing
motivational strategies, such as recognition and incentives, can further boost employee
involvement in cybersecurity initiatives (Kraemer-Mbula & Wamuyu, 2020). Additionally, peer
behavior has a significant influence on individual actions. A supportive workplace culture that
encourages employees to share knowledge and experiences can strengthen positive cybersecurity
practices (Bulgurcu et al., 2010). Employees are more inclined to adopt secure practices when
they see their colleagues doing the same, fostering a culture of shared responsibility (Bulgurcu et
al., 2010).

Fostering a culture where employees feel personally responsible for cybersecurity can
enhance motivation. When employees see their role as integral to protecting organizational data,
they are more likely to take proactive measures (Garrison et al., 2020). While a certain level of
fear can motivate employees to engage in secure practices, excessive anxiety can lead to

avoidance behaviors. Organizations must strike a balance by providing clear information about

13



ENHANCING EMPLOYEE CYBERSECURITY AWARENESS

threats without overwhelming employees (Bulgurcu et al., 2010). Employees' confidence in their
ability to recognize and respond to cyber threats affects their likelihood of engaging in
cybersecurity behaviors. Building self-efficacy through training can enhance confidence and
encourage proactive engagement (Chen & Zhao, 2020).

Attitudes toward cybersecurity significantly influence business owners perceived
behavioral control regarding the implementation of protective measures. Positive attitudes—such
as recognizing the importance of data security and customer trust—are likely to enhance the
likelihood of adopting these measures. Conversely, negative attitudes, such as viewing
cybersecurity as a nuisance or an unnecessary expense, may hinder timely action. Research
indicates that business owners who view information security as essential to their operations are
more inclined to implement defensive measures. Bulgurcu et al. (2010) found that business
owners’ attitudes toward compliance with cybersecurity regulations directly impact the status of
their security measures. Therefore, initiatives aimed at changing attitudes—such as
demonstrating the value of cybersecurity—can effectively promote preventive actions.
Technological Perspective

This perspective focuses on the role of technology in supporting and enhancing
cybersecurity awareness. Technological factors play a vital role in shaping employee
cybersecurity awareness in small businesses. This perspective emphasizes how the tools,
systems, and resources available to employees impact their understanding and adherence to
cybersecurity practices. The design and usability of cybersecurity tools can significantly
influence employee compliance, and engagement. Tools that are intuitive and simple to navigate

encourage adherence to security practices (Egelman et al., 2014). Implementing automated
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systems that provide immediate alerts about potential security threats keeps cybersecurity at the
forefront of employees’ minds, prompting quicker responses (Chen et al., 2020).

When security measures are complicated or cumbersome, employees may be less likely
to follow them. Tools that are simple to use encourage employees to adopt security practices
more readily. Systems that integrate seamlessly into daily workflows can reduce friction and
promote adherence to security protocols (Egelman et al., 2014). Ensuring that cybersecurity tools
are accessible to all employees, regardless of their technical expertise, can enhance awareness
and compliance. Training that focuses on how to effectively use these tools is essential (Chen &
Zhao, 2020).

Small business owners can rely on cybersecurity technologies, expecting them to be
useful in defending their businesses. For instance, tools that enhance the ability to identify threats
in real-time or simplify regulatory compliance can enhance their effectiveness and ease of use.
When the owners know the need or usefulness of the cybersecurity tools then they prefer to use
them since they will understand and appreciate the need to avoid data breaches or rather avoid
paying a certain amount of money.

Social/ Cognitive Perspective

This perspective focuses on social learning theory adhesion, peer influence, and self-
competency in predicting cybersecurity behavior. Understanding employee cybersecurity
awareness in small businesses requires examining the interplay between social and cognitive
factors. This perspective focuses on how social interactions, group dynamics, and individual
cognitive processes affect employees' attitudes and behaviors regarding cybersecurity.
Employees are likely to emulate the behaviors of their peers and supervisors. Employees often

look to their peers to determine acceptable behaviors. If the group norms prioritize cybersecurity,

15



ENHANCING EMPLOYEE CYBERSECURITY AWARENESS

individual employees are more likely to follow suit (Bulgurcu et al., 2010). When leaders
demonstrate strong cybersecurity practices, employees are more inclined to adopt similar
behaviors (Bandura, 1977). A culture of sharing experiences and knowledge among employees
can reinforce positive cybersecurity practices. Colleagues who actively discuss security threats
and solutions foster an environment that prioritizes cybersecurity (Bulgurcu et al., 2010).

To mitigate the risk of cyber threats, small business owners are forced to adopt best
practice by mimicking their competitors. They may be influenced to follow the same because
they see other people practicing good security measures in their places. Bohme and Moore
studied small business owners’ cybersecurity behavior and established that social influence
played a huge role. This calls for formation of some communities or even networks where the
owners of these businesses can share the experiences as well as the best practice. Formation of
professional networks and association around the professionals in a certain field which is focused
on information security or cybersecurity can be efficient, as it promotes cooperation and
community within the field. Research indicates that firms tend to implement security procedures
when they observe other related industries implementing similar measures.

Analysis

Through a review of the literature, four key theories have emerged that are instrumental
in understanding employee cybersecurity awareness: Protection Motivation Theory (PMT),
Theory of Planned Behavior (TPB), Technology Acceptance Model (TAM), and Social
Cognitive Theory (SCT). Each of these theoretical frameworks provides unique insights into
how employees perceive and engage with cybersecurity practices. By leveraging these
theoretical perspectives, organizations can design more effective training and compliance

programs that resonate with their employees, ultimately improving their cybersecurity posture.
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Protection Motivation Theory (PMT)

PMT is a popular theory in cybersecurity research because it provides a thorough and
testable explanation of how fear appeals, and information security practices interact (Odujinrin,
2023). In order to gain a more comprehensive understanding of how individuals respond to fear
appeals, Rogers (1975) developed the PMT. PMT suggests that individuals are driven to
safeguard themselves from perceived threats by assessing the seriousness of those threats and
their capacity to manage them. In 1983, he broadened his theory to include a broader view of
persuasive communication. PMT comprises two primary cognitive processes: threat appraisal
and coping appraisal. Threat appraisal determines susceptibility to the threat and the perceived
severity of the threat, while coping appraisal determines the adequacy of the shield and an
individual's capacity to employ it.

Small business owners can utilize PMT to evaluate threats and challenges in the cyber
realm and determine whether to implement specific measures. Coping appraisal refers to the
small business owner's perception of how effective protective measures are and their sense of
self-competence in implementing them. This evaluation involves response efficacy, which refers
to the effectiveness of cybersecurity measures in mitigating risk, and self-efficacy, which
pertains to the confidence in one's ability to implement and sustain these measures. As for
cybersecurity, the owners of small businesses assess potential threats if a cybercriminal attack
occurs and their possibility to avert it. According to this theory, the chances of engaging in
protective cybersecurity behaviors are high if the business owners think that cyber threats are
severe and can affect them.

Key comprehension in respect of PMT entails how small business owners assess the risk

of cyber threats. Perceived severity is defined as the magnitude of the harm an attack would pose
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if the attack was to occur while the perceived vulnerability captures the probability of such an
attack. Sadly, small business owners often fail to realize just how big the threat is and fail to
consider their businesses as potential targets of cybercriminals, thereby assuming that they do not
have anything valuable enough to steal. It makes people lazy and completely unresponsive to
even the most fundamental levels of security, like passwords or updating of software. A common
misconception that small business owners have is that since they are small, few people will try
and attack them compared to large companies. However, as indicated earlier, small businesses
are often targeted for attacks because the hackers consider them to have poor security systems.
This misunderstanding of risk hinders the adoption of protective cybersecurity measures and
addressing it through education and awareness improves the level of protection motivation.

Small business owners feel empowered when they have resources at their disposal; this
includes cybersecurity training, simple tools as well as recommendations for cheap security
solutions. It also adds onto the chances of adopting protective measures. Moreover, by presenting
the current state of cybersecurity as easy and available, through the almost universally applicable
cloud solutions, business owners may feel capable of implementing these solutions even if they
do not possess significant funds. Clearing the misconceptions about the level of cyber risks and
presenting how protective measures can be useful and cost efficient can further improve the
adoption of cybersecurity measures among the small business organizations. By enhancing threat
perception and offering straightforward solutions, small business enterprises can better safeguard
their interests against such challenges.
Theory of Planned Behavior (TPB)

TPB is a highly prominent theory in understanding human decision-making and behavior,

having undergone significant testing, adaptation, and application in numerous circumstances. By
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means of analysis of the effects of attitude, subjective norms, and perceived behavioral control
on the act of utilizing cybersecurity technologies, Ajzen's (1991) TPB enhances the knowledge
of cybersecurity adoption. This theory presupposes that the actual behavioral intentions, for
example, the adoption of protective measures like cybersecurity, are substantially influenced by
the personal attitude towards the corresponding behavior, the perceived social norms and the
perceived control over the behaviors.

Attitude in TPB is used as a measure that is predictive of the behavior. Small business
owners with positive attitude towards cybersecurity — that is those who consider security
measures to protect their assets and minimize risks are likely to develop cybersecurity measures.
Conversely, some business owners tend to view cybersecurity as overcomplicated, overly
expensive, or completely irrelevant, leading them to avoid implementing protective measures.
For instance, Bulgurcu et al. (2010) demonstrated that confidence in the favorable results
following the implementation of cybersecurity measures influenced the positive perceptions
users held regarding security measures that complied with these protocols.

Shifting perceptions can be achieved through sensitization that emphasizes the benefits of
enhanced security. If business owners understand the potential risks associated with cyberattacks
and the benefits of implementing preventive measures, they may be more inclined to invest in
cyberspace protection. Additionally, showcasing successful examples of similar enterprises that
have effectively established cybersecurity perceptions can significantly enhance positive
attitudes.

If cybersecurity is not valuable within the business owners’ professional network, the
samples of which are coworkers who fail to use security measures or who consider them

pointless—business owners will not prioritize security investments. Herath and Rao (2009)
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before having shown that social pressure has influence the intention of adoption of cybersecurity
which have an implication on the need for leaders in industries to champion the cause of
cybersecurity. To influence positively the subjective norms, measures that would create
campaigns on proper handling of cybersecurity within the business circles can be good. Local
business sectors through industry associations, local chambers of commerce or through business
organization clubs and groups are important in creating awareness of cybersecurity to champion
investment in security measures.

Perceived behavioral control is the subjective norm that is created concerning the ease or
difficulty of performing a given behavior. Businesses that belong to small enterprises and whose
owners believe that they have the skills, resources and knowledge to put up protective measures
are therefore likely to protect themselves. Conversely, those who have a limited working
knowledge of cybersecurity or who never read about it in the business context for whom
addressing the problem or investing in the solution is beyond their capability or interest, might be
passive.

TPB is beneficial when considering the determinants which affect small business owners’
intention and behavior towards decision to take up cybersecurity adoption. Hence, based on
attitudes, subjective norms, and perceived behavioral control, stakeholders can design strategies
that can improve cybersecurity compliance and encourage protective practices among small
businesses. Inclusion of positive attitude, building the right culture, and enhancing perceived
enable users to create an environment that encourages the right image, the right efforts towards

better cybersecurity infrastructure in small businesses hence making it resistant to cyber threats.

20



ENHANCING EMPLOYEE CYBERSECURITY AWARENESS

Technology Acceptance Model (TAM)

This model was initially created to explain how people embrace office productivity
software. Based on apparent usefulness and simplicity of use, Davis (1989) proposed TAM as a
basic two-factor model. TAM is useful to understand if and when people accept technology
within the organizational context especially concerning cybersecurity. According to TAM, the
adoption of new technologies is significantly influenced by two primary factors: perceived
simplicity of use and perceived usefulness. These factors are important for small business owners
to understand, especially when it is a decision to invest in cybersecurity measures to secure the
business from cyber risks.

Ease of use is about the perception that a technology is easy to learn, but also easy to use.
If small business owners consider cybersecurity tools as being complicated or something only an
expert can do, they may not invest in it. Because of this hesitation, the implementation of the
right cybersecurity measures becomes very slow and hampered. The study conducted by
Venkatesh & Davis (2000) indicates that enhanced usability of cybersecurity technologies can
motivate more small business owners to adopt these solutions. This can be achieved through the
design of user-friendly interfaces, comprehensive documentation, and readily available customer
support. The training and workshop tailored for small business owners could enhance their
confidence and proficiency in utilizing cybersecurity solutions. Therefore, alleviating the
perception of complexity surrounding these tools could ultimately inspire organizations to
implement effective cybersecurity solutions within their operations. Additionally, the perceived
ease of use may be enhanced through practical demonstrations, along with workshops. When

business owners can test the technologies, they will be using in live environments for a period,
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they can overcome the necessary barriers and feel empowered to integrate these applications into
their companies.

Perceived usefulness according to Compeau et al (1999) means the degree of perceived
benefits in using a particular technology in improving the performance of a certain task. The
suggested hypothesis concerning the acceptance of information security among small business
owners is partially supported by the results of the study: small business owners will employ
different kinds of security tools and implement security measures if these tools are efficient in
protecting business from threats. According to the study done by Pahnila et al., 2007, perceived
usefulness is followed by the intention to use the cybersecurity tools among the small business.
When the owners of the businesses realize that cybersecurity measures can act as shields against
hackers, shields the customer information, and increase the operational efficiency then they are
willing to avail the technologies.

To help build a perception of usefulness, when introducing educational programs to raise
cybersecurity awareness, the focus on the realistic opportunities and changes that have resulted
from cybersecurity tools, for instance, the use of successful examples or evidence of the degrees
of effective attacks, can be useful. Moreover, when one can show that cyber incidents pose
significant long-term costs to a firm and its clients, the benefits of such prevention strategies as
non-fines for non-compliance, maintaining the customer base, and avoiding losses due to
reputation damage would prop up the perceived utility of cybersecurity investments.

Social Cognitive Theory (SCT)

Introduced by Albert Bandura in 1986, SCT emphasizes the role of capacity,

observational learning, and social behavior. In the context of cybersecurity, SCT provides

valuable insights that help small business owners safeguard themselves against cyber threats.
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The theory posits that learning occurs not only through direct experiences but also by observing
the behaviors of oneself and others, as well as understanding the consequences of those
behaviors within a social environment (Bandura,1986). Self-efficacy is the belief of an individual
in their ability to effectively complete specific tasks or behaviors. In the realm of cybersecurity,
higher levels of self-efficacy correlate with a greater likelihood of adopting protective measures.
Small business owners who believe they possess the skills and knowledge necessary to
implement cybersecurity solutions are more likely to take proactive steps to safeguard their
businesses.

Training programs that enhance cybersecurity knowledge and skills play a pivotal role in
increasing self-efficacy among small business owners. By providing practical training sessions,
workshops, and resources tailored to the unique needs of small businesses, stakeholders can
empower owners to feel more confident in their ability to address cybersecurity challenges. For
instance, hands-on training that allows participants to practice using cybersecurity tools in a
supportive environment can significantly boost their self-efficacy. Additionally, mentoring and
support from cybersecurity professionals can further enhance self-efficacy. When small business
owners receive guidance and encouragement from experts in the field, it can reinforce their
belief in their capabilities, making them more likely to embrace protective measures.

Another theoretical construct of SCT is social norms & these are defined as the prevailing
patterns of social behavior that are expected from its members within respective group. Different
standards set in society can have a major impact on the perceptions of small entrepreneurs about
cybersecurity measures. This analysis established that in a business network people will always
adopt the current industry standards and norms when protecting against cyber threats is seen as

normal practice. Architecting a discourse around cybersecurity in those groups can compel
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people to embrace the practice as part of the social contract with the respective sphere of
industry. When small business owners feel that cybersecurity is the concern of all, he or she is
more disposed to practice measures that are in consonance with the general belief. When it
comes to cybersecurity best practices, increasing engagement from the audience and making
taking an action seem like the natural thing to do by posting through social networks thus
contributes to the improvement of cybersecurity.

Promoting great conditions for small business owners is necessary for increasing the
practical application of observational learning and perceived self-efficiency. This can be done by
creating materials that will be close to the individuals’ realities, including internet-based group
discussion, workshops or seminars regarding security issues, support groups among them being,
cybersecurity support groups. Since small business owners are members of the organizations,
these institutions create avenues for sharing information and solutions. Besides, it is possible to
involve local chambers of commerce and industry associations to bolster such actions.
Cybersecurity cooperation schemes that focus on the improvement of foundational exercises
similar to training and keeping consciousness of cybersecurity can complement the call for
necessary protective measures, formally enshrine these practices in the organizational culture of
the small business.

Ethical Implications

Thoughtful ethical and moral reasoning should be taken into account when trying to
address the question, “What factors influence employee cybersecurity awareness in small
businesses?” Ethical implications are at the heart of the world of cybersecurity for small
businesses. The trust of clients and the protection of sensitive data are vital issues as these kinds

of enterprises navigate the complexities of the digital terrain. If it fails to adequately deal with
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cyber threats, it jeopardizes both individual businesses and the broader digital economy at large.
When small businesses fail to take cybersecurity seriously, they are putting their business and
their customer base at risk. Sophisticated cyber threats such as data breaches and ransomware
inflict damage beyond mere financial loss for an organization or the impacted business. From an
ethical standpoint, it is the responsibility of business leaders to safeguard customer information
and maintain the integrity of business operations. This duty hinges on trust, accountability, and a
commitment to social responsibility.

When customers give their data to a business, it is their expectation that their data,
ranging from financial data, contact information and any other sensitive data, will be safe. For a
small business that has not implemented adequate cybersecurity measures, a data breach poses a
significant risk not only to the information at stake but also to the trust of its customers, which
can be severely compromised. Trust is fundamental to all forms of business interactions, and
once it is lost, restoring it can be a lengthy process. From a survey conducted by IBM Security
(2021), the resultant figure showed that 78% of customers said they would cease patronizing a
company that fell victim to cyberattacks. These statistics show that customer trust preservation is
one of the primary ethical responsibilities that business leaders have to manage.

Business owners are under moral imperative to exercise stewardship responsibility over
information they gather and process. It also involves using measures to put in place measures to
guard against breaches of the customer details. Lack of cybersecurity consideration can therefore
be viewed as failure in this ethical responsibility. Victims of a breach may go to court, resulting
in lawsuits and regulatory fines, which can be an anathema to a small business (Ponemon
Institute, 2020). The ethical consideration does not only embrace individual business owners but

calls for ethical responsibility of the whole system of small businesses. That is why cybersecurity
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malpractice in small businesses can affect the overall digital economy. It is quite evident that
data breaches can cause businesses to lose lots of money to fraudsters and at the same time affect
the business’s suppliers, partners, and customers. The average cost of a data breach was $4.24
million, an amount that small businesses can easily be overwhelmed by (IBM, 2021). Moreover,
repeated instances of violations adversely affect customers' trust in online businesses and
commerce, hindering the growth of the digital economy.

Overlooking cybersecurity risks raises substantial ethical issues regarding the overall
performance of small businesses. Previously, ethical business practices were defined as adhering
to laws and regulations while safeguarding the interests of stakeholders. Engaging cybersecurity
services during the establishment of a small business reflects a commitment to ethical standards
and business integrity. This dedication can enhance and fortify their reputation, fostering
customer loyalty and creating a competitive advantage (Caruana, 2021).

There is a fundamental correlation between ethical corporate practices and cybersecurity.
Small company organizations that improve cybersecurity not only protect themselves and their
clients, but also advance the fairness and accountability of firms in the market. This paper argues
that ethical business practices require businesses to preserve their consumers' personal and
financial information rather than exploit them. Examples in these instances include customers are
put at danger when businesses or organizations do not have adequate cybersecurity safeguards.
This unfair treatment might include identity theft, financial loss, and suffering. The ethical aspect
of business relations requires one to be proactive in avoiding these hazards, as consumers' rights
must be respected and appreciated (Raji, 2021).

The emphasis on cybersecurity can be evaluated in terms of corporate social

responsibility (CSR), which states that businesses should only do what is good for them and their
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stakeholders (Kolk, 2021). Implementing sufficient cybersecurity is one of the fundamental
points of the corporate social responsibility of companies. Understanding the responsibilities of a
company to society is crucial; it must safeguard its customers’ data and personal information.
The consequences of cybersecurity negligence by small businesses go beyond a business shutting
down and even put the lives of customers and the whole community at risk. The negative impact
of inadequate protection of personal information goes beyond simple monetary loss. Any firm
that experiences a data breach typically faces serious repercussions, including damage to its
reputation, loss of customer trust, and increased regulatory scrutiny. Also, the aftermath of
security breach results in long term impacts such as increased insurance costs, loss of credibility
to attract investors and partners. These consequences explain why ethical perspectives call for
small business organizations to pay attention to cybersecurity as part of operations (O’Leary,
2020).

That is why it is crucial to stimulate the culture of cybersecurity among the
representatives of small businesses to contribute to the formation of ethical business practices in
the sphere of the digital economy. The prioritization of cybersecurity by small businesses fosters
a conducive environment within their industry, setting a positive example for others to follow.
This culture change can extend to enhanced cybersecurity measures throughout the sector,
through this making the interests of all stakeholders positive (Pratt, 2020). Therefore, there are
immensely severe consequences of the ethical considerations of small business cybersecurity
negligence. When a business owner prevents cyber threats, he or she complies with the
requirement to protect customer information and enhances the values pertaining to electronic
commerce. The connection between ethical business practices and adequate cybersecurity

highlights the importance of security as a cultural concept for small business owners. Ultimately,
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acknowledging the significance of cybersecurity is essential for safeguarding individual
businesses and ensuring that all market participants are operating in good faith.
Policy Recommendations

In challenging times for small business owners, it is essential to implement specific
cybersecurity policies aimed at enhancing awareness, promoting the adoption of security
measures, and fostering collaboration among small businesses. This paper outlines policy
recommendations aimed at strengthening the cybersecurity stance of small business owners. The
main obstacle in this area remains the insufficient awareness and comprehension among owners
and staff in small businesses. To address this gap, it is essential to establish intervention
measures that involve developing specialized training sessions aimed at helping small business
owners and their employees understand and become familiar with the importance of integrating
cybersecurity measures into their operations. These programs ought to concentrate on the
following elements.

The training programs should outline common threats and risks, ensure familiarity with
these issues, and cover fundamental security actions such as password creation standards and
software updates. Incorporating real-life examples and applications of the concepts discussed in
class will enhance learning outcomes (Gordon, et.al 2021). Dissemination can effectively aid the
training when its methods are adapted with flexibility to suit the receivers. Training can take
many forms, such as in-person sessions, tutorials or seminars, webinars, online classes, and
guided tutorials. Utilizing technology in training can improve accessibility for small business
OWners.

Government organizations, industry groups, and cybersecurity companies themselves

must organize and create training. In this manner, the identified stakeholders can develop
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efficient and specialized programs that are important for the development of small business. For
instance, the Cybersecurity and Infrastructure Security Agency (CISA) must help with the
necessary support and orientation for program development (CISA, 2022). Small business
owners should ensure that they take their time to learn more about cybersecurity, especially now
that the threats are ever-changing. Regularly refreshing minimum and maximum training can
help businesses tackle emerging challenges and continually reinforce the idea that cybersecurity
is an integral part of their operational model (AlHogail, 2015).

One reason small businesses do not explore cybersecurity protection is the lack of capital.
To promote the adoption of established cybersecurity frameworks and technologies, it is
advisable for governments and industry organizations to explore the implementation of various
financial incentives: Significant investments in security upgrades can place a strain on the
finances of small businesses. Providing options like tax deductions or credits for these
investments can alleviate some of that pressure. For example, any business can acquire
cybersecurity products, tools, or provide certification for their employees in cybersecurity, which
would qualify them for tax credits to offset these expenses, as highlighted by Chalabi (2020). It
achieves this not only by making cybersecurity investments more accessible but also by
emphasizing the importance of protecting small businesses through government support.

Initiating and funding grants to meet the needs of small business owners looking to
enhance their security systems provides essential funding for technological investment. These
grants may cover expenses related to purchasing cybersecurity tools, hiring consultants, or
providing employee training (Jiang et al., 2021). Reducing the expenses of these programs also
guarantees that small businesses take the appropriate measures to improve their security against

cyber threats. To enhance motivation, small businesses may also be provided with approachable

29



ENHANCING EMPLOYEE CYBERSECURITY AWARENESS

financing options by partnering with banks and credit unions for stockpiling. For instance,
financial institutions can provide affordable funds specifically intended for security
enhancements, facilitating the sourcing of such funds (Sullivan, 2021). Encouraging small
businesses to commit to cybersecurity through incentive schemes fosters motivation. By publicly
acknowledging local businesses that pursue recognized cybersecurity certification schemes,
governments can foster a culture of cybersecurity within organizations (Chau et al., 2020).

Consequently, the policy recommendations provided in this paper focus on improving
training and awareness, funding opportunities, and developing strong networks as a way of
overcoming the cybersecurity hurdles those small businesses experience. By implementing these
measures, stakeholders can foster an environment where small business owners can prioritize
cybersecurity, thereby strengthening the overall security of this crucial aspect of the economy.
Enhanced security measures benefit not just the individual organization but also play a vital role
in the growth and sustainable operation of the overall digital economy.

Summary

Cybersecurity awareness is a crucial issue for small businesses, particularly in today's
world. This issue impacts small companies, which are the economic foundation of many
economies. Failure to safeguard them from cyber threats is increasingly prevalent, as most of
these companies do not possess sufficient capital or knowledge to protect their data from
hackers. This role is further complicated by a dismissive attitude towards risk that is prevalent
among small businesses, where numerous owners continue to believe that their businesses are
immune to hacking. This misunderstanding not only exposes them to potential breaches but also

jeopardizes customer trust and threatens their operational stability.
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Statistics reveal the extent of this problem: about 57% of small businesses that have
fallen prey to hackers shut down within six months (Haffke et al., 2020). Verizon (2023)
indicates that cyberattacks have increasingly targeted small enterprises, with 43% of the
cyberattacks. Regrettably, numerous small businesses lack IT departments or the financial
resources to implement effective safeguards against cybercrime. The absence of a culture
surrounding cybersecurity policies and training exacerbates these effects; thus, it is crucial to
improve awareness through practical solutions (Bada et al., 2019).

The literature review provided a comprehensive examination of the factors influencing
cybersecurity awareness in small businesses through three distinct perspectives—behavioral,
technological, and cognitive/social—integrated with four theoretical frameworks: PMT, TPB,
TAM and SCT. From the behavioral perspective, PMT and TPB proved to be very effective in
explaining how small business owners assess cyber threats and develop intentions to act. The
technological perspective mainly emphasizes the adoption of cybersecurity tools, along with the
TAM. The cognitive/social perspective, based on SCT, examined role of social influences and
observational learning within cybersecurity practices.

The ethical implications of oversight regarding cybersecurity are notably substantial. It is
fundamentally a core business duty to guarantee the protection of customers' data and to foster
their ability to place confidence and trust in the organization. Neglecting to address these threats
can lead to significant consequences, including financial loss, harm to reputation, and a decline
in consumer confidence in the digital economy (Tsohou et al., 2019). This practice prompts
inquiries into ethics related to liability and justice. How can that business expect to recover if its
customer or stakeholder experiences harm due to the company's failure to implement adequate

cybersecurity measures? In these circumstances, ethical business practices become evident, as
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small businesses are required to implement suitable cybersecurity measures to protect sensitive
information and demonstrate responsible operational practices (Fuchs, 2019).

The measure for boosting awareness of cybersecurity among small businesses is an
ethical imperative in the pertinent context for the overall digital economy. In short, the overall
analysis here reflects the nature of cybersecurity challenges as involved and calls for targeted
interventions based on collaborative efforts. Training, financial incentive, and information
sharing mechanisms to small business owners can address the root factors that impact
cybersecurity behaviors as a way of empowering them on how to take proactive measures against
securing their operations and customer data.

Lastly, this study will provide specific policy recommendations that should be adopted in
order to reduce the emerging cybersecurity threats affecting small businesses. Through the
suggested targeted training programs and financial incentives along with the use of collaborative
information sharing platforms, the study seeks to raise cybersecurity and improve the security of
small business organizations. The study’s results will be viable to owners of businesses, cyber
experts, policymakers, as well as scholars focused on enhancing cybersecurity within the small
business enterprise.

Further research is necessary regarding cybersecurity awareness training, as it will be
particularly beneficial for business leaders or security awareness practitioners involved in
developing awareness and training programs, along with businesses that offer learning software
modules. Understanding the effectiveness of different training methods and delivery formats can
help improve the overall cybersecurity posture of an organization. Additionally, studying the
impact of cyber awareness training on employee behavior and decision-making can aid in

developing more targeted and impactful training programs. By investing in ongoing research in
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this area, businesses can stay ahead of evolving cyber threats and better protect their sensitive
data and information. Unfortunately, cyberattack activity is expected to escalate.
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